
Security and 
Compliance 
Assurance  
Packet

March 2026 
Prepared by the Everpure Global Information Security Office (GISO)

White Paper



Contents
Welcome from the CISO. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  3

About Everpure. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  4

Security by design. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  5
Threat modeling .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 5

Peer code reviews .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 5

Security design reviews .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 5

Continuous security testing  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 5

Compliance and governance .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 5

Product security: Trusting us with your data. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  5
Cloud security: Protecting data in the Pure1 platform and Portworx cloud products .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 5

Platform security: Protecting data in FlashArray and FlashBlade systems  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 6

Media sanitization .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 6

Secure software development  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 6

Vulnerability reporting and responsible disclosure .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 6

Encryption: Why security from Everpure stands out. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  7
Data in transit  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 7

Data at rest .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 7

Enterprise security: Information security program. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  7
Identity and access management .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 7

Enterprise resiliency  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 8

Risk management and incident response  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 8

Secure infrastructure and operations .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 8

Scanning .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 8

Hardening .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 9

Internal testing  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 9

Penetration testing  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 9

Security awareness and training .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  10

AI governance executive summary. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 10
AI governance model .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  10

Enterprise AI data protection .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  10

Commitment to trust and innovation  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  10

Data centers. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 10

Certifications: Governance, risk, and compliance. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 11
NIST FIPS 140-3 .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  11

NIAP common criteria  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  14

CSEC Common Criteria .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  15

ISO 27001 certification .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  16

SOC 3 report  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  17

SOC 2 program .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  18

TAA/NDAA certification .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  19

M-22-18 attestations .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  20

Cyber insurance coverage .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  22

Get in touch. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 23
Resources and contact information  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  23

2

White Paper



Welcome from the CISO
Thank you for your interest in Everpure™ (formerly Pure Storage®). Everpure delivers the industry's most advanced data 

storage platform, designed to store, manage, and protect the world’s data at any scale. From AI to archive, Everpure 

provides a unified cloud experience with one storage-as-a-service platform across on-premises, cloud, and hosted 

environments presented with one comprehensive dashboard. Our technology is built on the proven, nondisruptive 

Evergreen® Architecture.

By helping organizations save time, money, and energy, it’s no surprise that leading brands choose Everpure and that it 

boasts the highest Net Promoter Score (NPS) of 82 in the industry. Everpure has been recognized 11 times as A Leader in 

Gartner® Magic Quadrant™ for Primary Storage Platforms1, underscoring its strong market performance and innovative 

approach in enterprise flash storage. We are also proud to be recognized in the Fortune Best Workplaces in Technology 

list for four consecutive years. This has also been my personal experience.

At Everpure, we focus on creating innovative solutions that drive extraordinary customer experiences and meaningful 

results, ultimately helping build a better world with data. Security, privacy, and compliance are core principles in 

developing, delivering, and supporting our products and services. Our defense-in-depth security program has been 

validated by independent third-party auditors, and we maintain resiliency capabilities through purpose-built security 

programs. Our globally distributed security program operates 24/7/365, continuously protecting our infrastructure and 

supporting our customers.

Attached is information about our security program, certifications, and strategy, including how we protect your critical 

data resources. We hope this Assurance Packet will provide clarity on many aspects of our security approach.

Thank you for the opportunity to earn your trust.

Best regards, 

Rick Orloff  

VP, Chief Information Security Officer
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About Everpure
Everpure (NYSE: PSTG) delivers the industry's most advanced data storage platform to store, manage, and protect the 

world's data at any scale. With Everpure, organizations have ultimate simplicity and flexibility, saving time, money, and 

energy. From AI to archive, Everpure delivers a cloud experience with one unified storage-as-a-service platform across 

on-premise, cloud, and hosted environments.

Our platform is built on our Evergreen Architecture that evolves with your business—always getting newer and better 

with zero planned downtime, guaranteed. Our customers are actively increasing their capacity and processing power 

while significantly reducing their carbon and energy footprint.

Note: Pure Storage, Inc. has changed its corporate name to Everpure, Inc. as part of a broader brand evolution, with no impact to the underlying 

legal entity, ownership structure, or our obligations to customers. All existing contracts, warranties, and commitments remain fully in force, and our 

security, privacy, and compliance programs—including certifications such as ISO 27001, SOC 2, and FIPS/Common Criteria—continue unchanged 

under the Everpure, Inc. name. This is a change in name only; the company, products, and security posture our customers rely on remain the same.
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Security by design
At Everpure, the "security by design" principle is executed through a continuous loop integrating security at every phase of the software 

development life cycle (SDLC), ensuring a resilient product capable of withstanding cyber threats. This strategy involves various comprehensive 

procedures and consistent updates.

Threat modeling
This crucial step involves identifying potential security threats early 

in the development process, using methods such as the STRIDE 

framework. It helps establish a risk-based security baseline and 

aligns security features with the identified risks. Threat models are 

continuously updated and maintained to address any residual risks 

before the release.

Peer code reviews
As part of our secure SDLC, all code changes undergo peer code 

reviews. These reviews help identify potential security vulnerabilities 

and ensure our code complies with secure coding standards.

Security design reviews
New software or changes that could alter the threat model or introduce 

new security implications undergo a thorough security design review 

before deployment.

Continuous security testing
Our development teams use various security tools such as dynamic 

application security testing (DAST), open source scanning (SCA), 

vulnerability assessment tools, and penetration testing. The results 

from these security tests are reviewed through our Governance, Risk, 

and Compliance process.

Compliance and governance
The software development practices at Everpure adhere to NIST 

Secure Software Development Framework (NIST SP 800-218). See our 

M-22-18 attestation covering FlashArray™, FlashBlade®, and Portworx® 

family of products.

Product security: Trusting us with your data
At Everpure, security is at the core of everything we do. Whether managing data in the Pure1® cloud platform, securing Kubernetes environments 

with Portworx, or protecting enterprise workloads on FlashArray and FlashBlade, we have always-on encryption, compliance with leading 

security frameworks, and advanced data protection.

Cloud security: Protecting data in the Pure1 platform and Portworx cloud products
Everpure ensures that data within the Pure1 platform and Portworx cloud products are protected using enterprise-grade security controls,  

which are independently certified and compliant with:

•	 SOC 2 Type II reports, covering Security, Confidentiality, and Availability controls

•	 Aligns with ISO 27001 standards for cloud security governance

Everpure cloud services are hosted in AWS, whose data centers are certified and compliant with: 

•	 SOC2 Type II: Covers Security, Confidentiality, and Availability 

controls, ensuring stringent safeguards for customer data

•	 ISO 14001: Establishes environmental management standards 

to help reduce the ecological impact of AWS data centers while 

ensuring regulatory compliance

•	 ISO 22301: Provides a business continuity management 

system (BCMS) to ensure AWS services remain resilient against 

disruptions and disasters

•	 ISO 27001: Aligns with cloud security governance best 

practices, providing a framework for risk management and 

continuous improvement

•	 ISO 50001: Focuses on energy efficiency and sustainability, 

helping AWS optimize power consumption in data centers and 

improve environmental performance

•	 CSA STAR Level 2: Certifies cloud security best practices 

through independent third-party audits, ensuring AWS meets 

comprehensive risk management and compliance benchmarks

•	 NIST 800-53: Defines security and privacy controls for U.S. 

federal information systems, ensuring AWS adheres to strict 

government security standards
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The Pure1 platform: Secure, cloud-based management

Pure1, our cloud-based AI-driven storage management and analytics 

platform, ensures secure communications, encrypted data storage, 

and compliance with strict security standards.

Portworx: Cloud-native data protection for Kubernetes

Portworx delivers enterprise-grade storage, backup, and data 

management for Kubernetes, ensuring stateful applications 

remain highly available, resilient, and secure across clouds and 

on-premise environments.

Platform security: Protecting data in FlashArray and FlashBlade systems

FlashArray: Secure storage for enterprise workloads

•	 Data encryption is always enabled for both data at rest and in transit. Data protocol encryption is also available for SMTP, DNS, NFS,  

and SMB protocols as well as replication. Our AES-256 encryption protects data and communications.

•	 Authentication using SAML or AD/LDAP, authorization through role-based access controls (RBAC), and comprehensive auditing logs 

are available.

•	 FIPS 140-3-validated and NIAP/Common Criteria certified, meeting the highest security standards.

FlashBlade: High-performance encryption for unstructured data

•	 Data encryption is always enabled for both data at rest and in transit. Data protocol encryption is also available for S3, NFS, and SMB 

protocols. Our AES-256 encryption protects data and communications.

•	 Authentication using SAML or AD/LDAP, authorization through role-based access controls (RBAC), and comprehensive auditing logs 

are available.

•	 FIPS 140-3-compliant and under test for Common Criteria 

Media sanitization
Everpure partners with third-party security firms to validate our sanitization feature conforms with NIST SP 800-88 Rev1. Conformance reports 

are available upon request.

Secure software development

Conformance to OMB M-22-18 & NIST SP 800-218A

Everpure attests to compliance with OMB M-22-18, confirming adherence to NIST SP 800-218A (Secure Software Development Framework—

SSDF). This attestation is officially logged with the U.S. Government and is required for continued engagement with U.S. federal agencies.

Key principles followed under SSDF include:

•	 Risk-based secure SDLC practices

•	 Software supply chain security, including integrity verification, provenance tracking, and dependency management

•	 Continuous monitoring and vulnerability management, integrating security testing, automated scanning, and third-party 

dependency validation

These measures ensure Everpure software development aligns with federal security requirements, reducing the risk of supply chain attacks and 

software vulnerabilities.

Vulnerability reporting and responsible disclosure
Please see our Vulnerability Reporting and Disclosure Policy for details.

At Everpure, we believe in transparency and accountability. We are committed to publishing to our Everpure Common Vulnerabilities and 

Exposures (CVE) Database (login required) for known security vulnerabilities; typically 90 days after a fix is made available to our customers. 

This is to provide our customers with the opportunity to safely upgrade and/or apply necessary patches prior to a public notification. Everpure 

may also issue interim workarounds for critical vulnerabilities that require a longer remediation timeframe. Everpure reserves the right to make 

exceptions to this policy when necessary.
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Encryption: Why security from Everpure stands out
Everpure employs robust encryption mechanisms to ensure data security across our enterprise, products, and services we provide to our 

customers. We continuously evaluate our cryptographic posture to ensure it aligns with best practices and regulatory requirements.

Pure partners with independent third-party entities to validate our posture through our FIPS 140-3, SOC2 and ISO 27001 certification programs. 

See the ISO 27001 certification section below.

Data in transit
Everpure secures data transmission by requiring TLS 1.2 or above, preventing unauthorized access and ensuring the integrity of data moving 

between systems.

Data at rest
All data is protected using Advanced Encryption Standard (AES) 256-bit encryption. This encryption is always on, ensuring data security.

Enterprise security: Information security program
At Everpure, protecting our customers' data, and the security of our information assets, is a top priority. Our Information Security Program is 

designed to engage core security standards, safeguard critical business information, and maintain trust with our customers and partners.  

We've achieved ISO 27001 certification, demonstrating our commitment to maintaining an information security management program that meets 

or exceeds international standards.

Identity and access management
The Everpure Identity and Access Management (IAM) Program is a centralized team for providing continuous direction and oversight for identity 

and access across Everpure infrastructure. The program is designed to enhance security, establish compliance, and provide seamless identity 

management for customers, partners, and employees. Key features include:

•	 Centralized access management

•	 The program consolidates identity management across Pure internally and provides guidance for customer-facing services, ensuring timely 

provisioning and deprovisioning.

•	 Principle of least privilege (PoLP)

•	 Role-based access control (RBAC) ensures effective privilege is based on functional roles.

•	 Privileged access must be explicitly approved, regularly reviewed, and documented.

•	 Separation of duties is enforced to minimize the risk of unauthorized privilege escalation.

•	 Multi-factor authentication (MFA) and single sign-on (SSO)

•	 Business applications leverage SSO though Okta which provides strong authentication policies aligned with NIST SP800-63B, including  

risk-based step-up to MFA.

•	 Posture checks ensure that only trusted clients are allowed into critical applications.

•	 Threat detection

•	 Identity-related activity is reviewed and analyzed against common threats and anomalous behavior.

The program, coupled with a highly skilled team of professionals, ensures a secure, efficient, and centralized approach to identity management, 

reinforcing the security posture of the Everpure enterprise environment.
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Enterprise resiliency
The Everpure Enterprise Resiliency Program takes responsibility for the development, implementation, exercising, and documentation of business 

continuity, disaster recovery, and crisis/incident management, striving to ensure alignment with best practices and industry standards.

Everpure program aligns with the following regulatory requirements and standards: 

•	 ISO 22301:2019: Business continuity management systems

•	 NIST Cybersecurity Framework: Guidelines for improving critical infrastructure cybersecurity

•	 NIST SP 800: Special publications addressing cybersecurity best practices

•	 BCI Good Practices Guidelines: Best practices for business continuity and resilience

Risk management and incident response
Our risk management strategy, consistent with ISO 27001, includes regular risk assessments, security audits, and real-time monitoring of 

potential threats.

At Everpure, we maintain a proactive risk management and incident response framework to safeguard our operations, customers, and data.  

Our approach aligns with ISO 27001, NIST Cybersecurity Framework (CSF), and industry best practices.

Risk management approach

•	 Regular assessments identify and evaluate risks based on likelihood and impact.

•	 Risks are categorized and managed using one of four strategies: avoid, transfer, accept, or mitigate.

•	 The Risk Register, maintained by the Governance, Risk, and Compliance (GRC) team, ensures risks are continuously monitored and reviewed 

quarterly, depending on severity.

Incident response framework

Our Incident Response Program operates 24/7/365 to detect, contain, and mitigate security incidents. We follow the NIST 800-61 Incident 

Handling Guide, with a structured response process:

•	 Preparation: Regular security training, tabletop exercises, and penetration testing

•	 Detection and analysis: Real-time threat monitoring and automated endpoint protection

•	 Containment and Eradication: Rapid incident containment, forensic investigation, and threat removal

•	 Recovery and Lessons Learned: Secure system restoration, post-incident review, and policy updates

By integrating continuous risk monitoring, real-time incident response, and enterprise-wide resilience, Everpure ensures the highest level of data 

protection and security readiness.

Secure infrastructure and operations
We continuously monitor and protect our infrastructure to defend against evolving threats:

•	 Network and endpoint security to detect and respond to unauthorized access attempts

•	 Regular penetration testing to identify and remediate vulnerabilities

•	 Secure mobile device management (MDM) to enforce security policies on all connected devices

Scanning
Everpure uses a systematic approach to enterprise-level scanning to maintain security and compliance. This includes utilizing various tools 

and processes such as code scanning (SAST), infrastructure and network monitoring, threat intelligence, attack surface management, and 

vulnerability scanning. The security program is comprehensive, ensuring rapid remediation of identified vulnerabilities and adhering to industry 

standards like NIST Cybersecurity Framework and ISO 27001.
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Hardening
Everpure enforces specific security standards during the hardening process, such as infrastructure security requirements, which include 

removing or disabling unused networking services, providing configuration guides, and using tools like Tenable for vulnerability scanning. 

Additionally, we employ technical measures like configuration hardening following CIS benchmarks, using firewalls, conducting regular security 

testing, and ensuring compliance with security standards like FIPS and Common Criteria. These measures help maintain system security and 

ensure resources remain protected from potential threats.

System hardening

Everpure ensures system hardening through several critical steps to enhance security and protect against vulnerabilities:

•	 We remove or disable unused networking and computing services, such as finger, rlogin, FTP, and simple TCP/IP services, reducing the 

attack surface.

•	 We install a system firewall, TCP wrappers, or similar technology to monitor and control network traffic and restrict access based on 

IP addresses.

•	 We provide configuration guides with detailed hardening information for various operating systems, offering step-by-step security 

instructions. We also deploy vulnerability scanning and host-checking capabilities to identify and address security weaknesses and drive 

compliance with security policies.

These comprehensive measures help Everpure maintain and update the security of its systems, ensuring all information resources are protected 

against potential threats.

Internal testing 
At Everpure, our Internal Testing & Quality Assurance (QA) program spans the entire product line and code base to ensure software and hardware 

releases meet strict quality, security, and reliability standards. Our QA teams execute full test suites alongside industry benchmarks, ensuring 

comprehensive validation before deployment.

This process has contributed to six nines (99.9999%) uptime/availability across all installed products. To maintain this reliability, Everpure 

performs continuous regression testing, verifying that both the latest releases and three prior generations of software and hardware remain free 

from availability or performance issues.

Our hardware testing process includes:

•	 Real-time quality monitoring and management

•	 Extensive automated quality assurance and testing

•	 Continuous 48-hour load testing on all input/output (I/O) devices

Penetration testing
The security team partners with independent third-party vendors to perform specialized penetration tests across our infrastructure, products, 

and services including FlashArray, FlashBlade, and cloud environments. Tests cover web applications, product features, code reviews, and threat 

modeling thereby driving a robust security posture.
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Security awareness and training
At Everpure, we believe that strong security starts with informed and vigilant employees. We are committed to fostering a culture of cybersecurity 

awareness that empowers our workforce to protect sensitive data and safeguard our company’s resources.

As part of our comprehensive Security Awareness Program, all employees undergo mandatory annual security training designed to reinforce best 

practices, educate on emerging threats, and equip individuals with the knowledge needed to maintain a secure digital environment.

In addition to our standard training, we provide targeted, role-specific security education to ensure that employees handling sensitive information 

or performing high-risk tasks receive tailored guidance and advanced protection strategies. We also host an internal hackathon annually.

By investing in continuous security education, we ensure that every member of our team, from new hires to executives, plays a crucial role in 

strengthening our security posture. Cybersecurity is not just a responsibility; it ’s a shared commitment to excellence, trust, and innovation.

AI governance executive summary
At Everpure, we are committed to the responsible and secure use of GenAI technologies. Our AI governance framework ensures that deployed  

AI tools within our enterprise meet legal, security, compliance, and ethical standards, aligning with our core principles of trust, transparency,  

and data protection.

AI governance model
Our AI governance framework includes:

•	 Security and compliance review: AI tools should undergo rigorous security assessments to ensure compliance with industry regulations 

and internal policies.

•	 Data protection assurance: AI tools utilized within Everpure do not train on user prompts, ensuring that enterprise data remains within our 

controlled environment and is not exposed to external models.

•	 Ethical AI review: We evaluate AI tools for fairness, bias mitigation, and ethical considerations to uphold responsible AI usage.

•	 Ongoing monitoring and auditing: AI tools are regularly monitored for adherence to governance policies.

Enterprise AI data protection
Enterprise AI data protection at Everpure includes:

•	 No data leakage: AI tools are configured to limit outbound data transmission beyond our secured environment.

•	 Access controls: RBAC, SSO, and MFA requirements ensure that only authorized personnel can utilize AI tools, mitigating risk.

•	 Transparency and accountability: AI tool usage may include logging and audits to maintain visibility into the interactions 

and decision-making.

Commitment to trust and innovation
Our AI governance framework reflects our dedication to maintaining trust while fostering innovation. By implementing robust controls and best 

practices, Everpure ensures that AI enhances operational efficiency without compromising security, privacy, or ethical integrity.

Data centers
Everpure operates resilient data centers in multiple countries to ensure continuous operations amidst potential disruptions. These data centers 

provide redundancy and robust disaster recovery capabilities to support Everpure business operations and the development of products 

and services.
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Certifications: Governance, risk, and compliance
NIST FIPS 140-3
Everpure aligns to the National Institute of Standards and Technology (NIST) cybersecurity framework for information protection. We meet the 

listed standards through the NIST FIPS 140-3 Cryptographic Module Validation Program.

Everpure cryptographic module validation listings

Purity Encryption Module is a standalone cryptographic module for the Purity Operating Environment for FlashArray (Purity//FA). Purity//FA 

powers the Everpure FlashArray family of products which provide economical all-flash storage. Purity Encryption Module enables FlashArray  

to support always-on, inline encryption of data with an internal key management scheme that requires no user intervention.

FIPS 140-3 Certificate 4937

https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4937
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FIPS 140-2 Certificate 4109

https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4109
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FIPS 140-3 Certificate 5000

https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/5000
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NIAP common criteria
FlashArray running Purity 6.5 is officially certified under the NIAP Common Criteria Protection Profile for Network Devices Version 2.2e, meeting 

rigorous security standards. This certification validates that FlashArray systems running Purity 6.5 have undergone comprehensive third-

party testing and meets strict government-grade security requirements. Customers can trust Purity 6.5 to deliver strong, independently verified 

protection for their most sensitive data.

NIAP compliant product listing

https://www.niap-ccevs.org/products/11525

14

White Paper

https://www.niap-ccevs.org/products/11525


CSEC Common Criteria
Everpure FlashBlade 4.4.8 from Everpure, Inc. has been certified by CSEC since December 3, 2025. The certification is recognized within CCRA.

Everpure FlashBlade 4.4.8

https://www.fmv.se/verksamhet/ovrig-verksamhet/csec/certifikat-utgivna-av-csec/netiq-idm2
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ISO 27001 certification
ISO/IEC 27001 is the internationally recognized standard for Information Security Management Systems (ISMS), designed to help organizations 

protect sensitive data through a structured risk management approach. It provides a framework for identifying, assessing, and mitigating security 

risks while ensuring compliance with legal and regulatory requirements. By focusing on confidentiality, integrity, and availability of information, 

ISO 27001 helps organizations establish robust security policies, implement effective controls, and continuously improve their security posture.
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SOC 3 report
The System and Organization Controls (SOC) 3 Report is an independent, publicly available assurance report issued under American Institute 

of Certified Public Accountants (AICPA) standards. It confirms that the organization’s security controls have been evaluated against the Trust 

Services Criteria and demonstrates a commitment to protecting systems and data through third-party validation.
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SOC 2 program
System and Organization Controls (SOC) is a suite of audit reports defined by the American Institute of Certified Public Accountants (AICPA), 

intended for use by service organizations to issue validated reports of internal controls over those information systems to the users of 

those services.

Everpure undergoes an annual independent assessment to ensure the effectiveness of its controls. Our SOC 2 report details how we maintain  

the security, confidentiality, and availability of our platform.

Everpure Pure1 Cloud SOC 2 Type II
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TAA/NDAA certification
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M-22-18 attestations
Everpure is compliant with OMB M-22-18, confirming adherence to NIST SP 800-218A (Secure Software Development Framework—SSDF). 

It specifies the products covered (e.g., FlashArray, FlashBlade, and Portworx) and mentions that this attestation ensures adherence to secure 

software practices, including regular updates and consistent implementation of cybersecurity measures.

FlashArray and FlashBlade
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Portworx 
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Cyber insurance coverage
Everpure recognizes the critical importance of managing cybersecurity risks in today's digital landscape. To safeguard our operations, assets, 

and client data against the increasing prevalence of cyber threats, Everpure has implemented comprehensive cyber insurance coverage. This 

insurance plays a pivotal role in the company's broader risk management strategy, offering financial protection and support in the event of cyber 

incidents such as data breaches, cyber extortion, business interruption, and network damage. The cyber insurance policy for Everpure is tailored 

to address the specific risks associated with its operations in the tech industry, providing robust coverage that aligns with best practices and 

regulatory requirements. This proactive approach not only mitigates financial risks but also underscores the Everpure commitment to maintaining 

trust and reliability in its service delivery, ensuring that both the company and its clients are adequately protected in a landscape marked by 

evolving cyber threats. 
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Get in touch
Resources and contact information
If you have any questions about our security practices or need more information, please reach out to your Account Management (AM) Team.  

If you don’t know who your AM Team is, please contact Everpure Customer Support at support@purestorage.com or call us on +1-650-729-4088 

and we will have your request routed properly.

For product-specific reports, such as concerns or issues related to vulnerabilities directly tied to Everpure products,  

please notify psirt@purestorage.com. 

1	 | This includes five years as a Leader in the Magic Quadrant for Solid-State Arrays and now six years as a Leader in the Magic Quadrant for Primary Storage. GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its 
affiliates in the U.S. and internationally, and is used herein with permission. All rights reserved.
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